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Abstract.  Data hiding methods improve the security of the transmis-
sion and storage of information by embedding digital data inside the
content of multimedia files. Classic data hiding methods, products and
services reviewed in this paper are optimized for a specific purpose
and have a monolithic design. Usually, they do not take into consid-
eration some important requirements of the contemporary World
Wide Web.  Modular data hiding and a corresponding SaaS approach
are being developed as a viable alternative oriented towards the needs
for adaptability and reliability of modern web-based applications and
their users.

1. Introduction

In the course of the last twenty years, data hiding has
established itself as an important innovative security technology.
It can be used independently but it is usually applied in combi-
nation with traditional security technologies such as cryptogra-
phy in order to assist in the protection of digital documents and
multimedia content [1,2,3,4,5] (figure 1).

The essence of data hiding is the embedding of digital data
as an integral part of the content of digital multimedia files. The
embedding may serve two distinct purposes and thus it may be
used in two different ways. First, it may target the protection of
the embedded digital data (e.g. an important classified

document). Second, it may target the protection of the multime-
dia file (copyright protection, identification of the buyer or the
owner, protection from unauthorized modifications such as
photoshopping a picture, etc). The first way of usage of data
hiding is known as steganography and the second one is known
as digital watermarking.

Some significant advantages of data hiding protection
include:

 Invisibility (transparency) of the protection - the appli-
cation of a data hiding protection is difficult to detect and usually
involves a lengthy and difficult development of sophisticated
steganalysis methods [6].

 Backward compatibility - a data hiding protection is
often backward compatible with any cryptography-based security
measures that are already in use.

 Absence of legal regulations - attempts to regulate
cryptography by law and to define an upper limit to the strength
of cryptographic protection allowed for civil use have already
been made [7]. So far, data hiding is outside the purview of
lawmakers.

 Flexibility and reliability - the embedded data becomes
an integral and inseparable part of the multimedia content.
It is difficult to remove without authorization and can be made
robust against common transformations like compression,
cropping, etc.

In this discussion, we will focus on data hiding methods
and algorithms designed to process images intended for web-
related use - distribution via web channels (web portals - e.g.
nytimes.com,  art - devianart.com, social networks -
facebook.com, etc.).

2. Important Data Hiding Requirements
for Web-based Applications

Different requirements may be imposed on data hiding
methods such as the robustness against geometric transforma-
tions, compression and format changes or the detection of a
replacement of parts of the multimedia host, etc ([8,9]). Three
requirements are especially important and essential if data hid-
ing is to be applied successfully in the World Wide Web.

The first requirement is the possibility for extension and
enhancement of the methods. The inherent openness and vola-
tility of the World Wide Web in combination with the rapid
changes in the contemporary social, business and technological
environment lead to frequent modifications in user requirements.
Some of them pertain to the application areas of data hiding
technology. For this reason, data hiding methods should be
adaptable to new user requirements and they should be capable
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of incorporating new features, while still providing certain basic
functionality expected by the end user.

The second important requirement is the robustness against
JPEG transformations. A typical requirement for data hiding
methods is that they ensure the preservation of the information
embedded into the multimedia host after compression ([1,2]).
Compression is applied to reduce the size of the transmitted
multimedia content and most often lossy compression formats
are utilized due to their higher compression ratio. One of the
most important compressed image formats is JPEG, which uti-
lizes the discrete cosine transform (DCT) [10]. Its universality
and good compression ratio have made it a preferred choice for
storing color and grey-scale images. For this reason, it is im-
portant for hidden data not to be destroyed by JPEG-related
transformations such as compression (encodes a matrix of pix-
els  in a JPEG image file), decompression (decodes a matrix of
pixels from a JPEG image file) or recompression (changes the
compression ratio or other parameters of a JPEG image file). The
robustness against all three transformation types is important for
the flexible use of data hiding algorithms in web. Compression
is used to reduce the size of newly created images and to make
them readable by browsers. Decompression is used to extract
the image content, so that it can be shown on screen, modified
or recoded in another image format. Recompression is used
mainly to reduce the image size. It is often applied to existing
JPEG images prior to their distribution via web-related channels
(sending by e-mail or uploading to a web site).

It is also important to achieve robustness against the
execution of the above transformations by arbitrary programs. For
this purpose, intimate knowledge of the JPEG image compres-
sion standard itself as well as its specific implementations by
software vendors ([10,11]) is needed.

The third important requirement is the capability of the
methods to work on arbitrary image content and to embed ar-
bitrary data. The image content is widely used on the web in
different varieties. Data hiding methods need to be flexible enough
to cope with arbitrary host images supplied by users. This re-
quirement has two important implications. First, data hiding
methods should be able to handle black&white, grey-scale and
color images and they should not be dependent on any charac-

teristics, which are specific for a particular class of images.
Second, the original host image or any statistical information
describing it should not be necessary for the decoding of the
embedded information. Data hiding methods having this property
are referred to as blind ([2]) and provide maximum flexibility.

As data hiding methods in the web often work on encrypted
or compressed user-defined data, they should not impose any
restrictions on the form or the future use of the hidden data. Two
considerations are important: the embedded data should be
regarded as an arbitrary stream of binary data and an error-free
retrieval of the embedded data should be possible in order to
permit its subsequent use by other technologies.In the remain-
ing sections of this paper, we will focus on these three require-
ments and we will analyze the state-of-the-art of academic
research and commercial products.

3. Data Hiding for Web-based
Applications: State-of-the-art

Both academic research and practical data hiding imple-
mentations are considered and their suitability for web-related
applications is discussed. A classification of the most important
types of data hiding methods is presented in figure 2
([2,9,12,13]).

Spatial domain methods work directly on image pixels.
Most often they fall into the group of the so-called least-signifi-
cant bit (LSB) methods, which modify the LSBs of image pixels.
Transform domain methods, on the other hand, work on the
output of various mathematical transforms of the image. As
lossy image compression is often based on such mathematical
transforms, these methods perform well if the hidden informa-
tion has to withstand image compression. Three widely used
transforms are the discrete Fourier transform (DFT), the discrete
cosine transform (DCT) and the discrete wavelet transform (DWT).
DCT data hiding methods are based on the same mathematical
transform used by the JPEG standard [10]. They can be further
divided into two groups: DCT methods which are not based on
the JPEG specification and DCT methods which follow JPEG
specification details.

Due to the large number of existing data hiding methods
and the importance of the JPEG image format for the web, only
DCT methods are reviewed in the paper. Their capability of
handling JPEG transformations is examined and the conformity
to the requirements presented in the previous section is evalu-
ated.

3.1. Academic Research
The first JPEG-based data hiding method was JSTEG, de-

veloped in 1993 by Derek Upham ([14,15] and [16]). It is a
steganographic method which hides arbitrary binary data by
replacing the LSBs of the DCT coefficients of JPEG images.
Another early data hiding method for digital watermarking was
proposed by Zhao and Koch, Fraunhofer institute, Darmstadt in
1995 ([17] and [18]). It hides one bit per DCT block by creating
a special relationship among the elements of a set of three DCT
coefficients.

Another digital watermarking method was developed in
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1997 by Cox, et al., University College London [19]. The method
hides watermarks drawn from a Gaussian normal distribution
into DCT coefficients by means of scaling functions. In 1998, Wu
and Liu, Princeton University, developed another method for digi-
tal watermarking [20]. The method hides a visually meaningful
binary pattern together with some image content features into the
quantized DCT coefficients by means of a specialized look-up
table.

A steganographic method designed to hide data, which
cannot be detected by statistical steganalysis methods, was

developed by Niels Provos, University of Michigan, in 2001 ([21]
and [22]). Andreas Westfeld, Technical University Dresden pro-
posed in the same year the F5 method for steganographic ap-
plications [23]. It utilizes the so-called matrix coding algorithm
[24] in order to minimize the number of necessary changes of
DCT coefficients and achieve undetectability by statistical
steganalysis methods.

Jessica Fridrich, Binghamton University, and her research
group proposed several digital watermarking methods based on
DCT transformations. In [25] and [26], the host image is divided
into blocks of 64x64 pixels. Each block is transformed to DCT
domain and a user-defined watermark is embedded into the DCT
coefficients. In [27], the proposed method embeds a highly-
specialized watermark which allows a partial reconstruction of
image blocks modified by an unauthorized attacker. In [28,29]
and [30], the authors propose a method for lossless data
embedding. The method embeds a user-defined watermark and
allows a full reconstruction of the original unwatermarked image
by the receiving side.

Some recent data hiding algorithms rely on a technique
called Quantization Index Modulation (QIM), which was first in-
troduced by Costa in 1983 [31] and later analyzed with regard
to watermarking applications by Chen and Wornell in 2001 [32].
Li and Cox proposed in 2007 a watermarking method based on
QIM and a perceptual model developed by Watson ([33,34]). An
improved version of the method was developed in 2008 by Sun,
et. al [35]. Another steganographic method utilizing QIM was

proposed by Izadinia, et. al. in 2009 [36]. It hides an arbitrary
message by applying an algorithm for predictive coding (pro-
posed by Yu, et. al. [37]) to quantized the DCT coefficients. The
JPEG decompression or JPEG recompression are not
considered.

A brief evaluation of all methods with regard to the
requirements discussed in the previous section is presented in
table 1 (N.C. stands for Not Considered). None of the presented
methods considers the extensibility. They are monolithic solu-
tions designed for concrete application areas with specific fea-

ture requirements. The authors do not discuss how the methods
could be integrated into existing solutions.The robustness against
JPEG transformations and the arbitrariness of the host image and
the embedded data are taken into account only partially. Most
methods consider only certain aspects of them (presented in
table 1). The potential for improvement lies in the simultaneous
implementation of all relevant aspects of the requirements.

3.2. Data Hiding Products and Services
In accordance with the strong academic and corporate

interest in data hiding, there are some popular data hiding
products and services offered over the Internet or as part of
larger software bundles.

One of the most well-known steganographic solutions on
the market is the Steganos Privacy Suite [38] (figure 3). The File
Manager tool can embed data into compressed or uncompressed
host images. The hidden information is robust against JPEG
compression at low compression rates but not against JPEG
decompression or recompression. The steganographic method
is blind and can work with arbitrary data files and host images.
A major advantage is the excellent host image quality.

A classic steganographic program for embedding arbitrary
data files into JPEG images is JPHide [39]. Its steganographic
method is robust against JPEG compression at low compression
ratios but not against JPEG decompression or recompression.
The method is blind and can work with arbitrary JPEG host
images. It also delivers excellent host image quality.

Table 1. DCT-based data hiding methods - evaluation

Robustness against  
JPEG transformations Arbitrariness 

Method Extensibi-
lity Compres-

sion 
Decom-
pression 

Recom-
pression 

Arbitrary 
host 

Blind 
method 

Arbitrary 
data 

Error-free 
retrieval 

JSteg [14,15,16] no yes N.C. N.C. yes yes yes yes 

Zhao, Koch [17,18] no yes N.C. N.C. yes yes yes yes 

Cox, et. al. [19] no yes yes yes yes no no no 
Wu, Liu [20] no yes N.C. N.C. yes yes no yes 

Provos [21,22] no yes N.C. N.C. yes yes yes yes 
Westfeld [23] no yes N.C. N.C. yes yes yes yes 

Fridrich [25,26] no yes N.C. N.C. yes yes yes no 
Fridrich [27] no yes N.C. N.C. yes yes no yes 

Fridrich [28,29,30] no yes N.C. N.C. yes yes yes yes 

Li, Cox [33] no yes N.C. N.C. yes yes yes no 
Sun, et. al. [35] no yes N.C. N.C. yes yes yes no 

Izadinia, et. al. [36] no yes N.C. N.C. yes yes yes yes 
* N.C. = Not Considered 
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A new steganographic development is the InvisibleSecrets
stand-alone GUI program [40] (currently version 4). It has a very
nice user interface and supports compressed and uncompressed
image formats. With regard to JPEG, it hides the information in
the JPEG comment segments (see [10]). This approach has the
advantage of not placing any limits to the size of the embedded
data but negates many of the advantages of data hiding.

Digimarc [41] is one of the leading data hiding companies
that specializes in digital watermarking.  The Photoshop plug-in
(figure 4) which signs digital images is the company’s most
well-known product. The plug-in embeds a short identification
number (ID) along with three Boolean image attributes into the
digital content. The identification number plays a central role in
the solutions offered by Digimarc - the Digimarc search service,
which scans the Internet for images containing the client’s ID
number, and the integration with digital asset and content man-
agement systems targeted at enterprise users.

The Digimarc search service [42] scans web portals for
digital images belonging to the Digimarc customers. First, it
parses the web portals for images. Then, it tries to read a
previously embedded ID number out of each image. If the ID
number exists and matches a current customer of the search

service, then the location of the image is reported to this cus-
tomer. In this way, the search service helps customers to keep
track of the locations where their digital images are published
online.The digital watermarking method used by Digimarc is
fairly robust against JPEG compression, decompression and
recompression. The end user has the flexibility of changing the
trade-off between robustness and image quality via the slider at
the bottom of the plug-in window (figure 4). In addition, the
method is blind and works with arbitrary host images.

Another digital watermarking service provider is Photopatrol
[43] (figure 5), which uses a digital watermarking technology
developed by Fraunhofer Institute SIT, Darmstadt [44]. Photopatrol
provides two major online services - a service for signing digital
images and a service for scanning images on predefined web
portals for the presence of embedded signatures. The image
signing service relies on a combination of modern browser
technologies and Java applets. It is fairly complex to use and
should not be recommended to inexperienced web users. The
portal scanning service is similar to the Digimarc search ser-
vice. It scans web portals for the presence of images belonging
to Photopatrol customers. If such images are found, their loca-
tion is reported back to the customer. The technology used by
Photopatrol provides robustness against JPEG transformations.
In addition, the method is blind and can work on arbitrary host
images.

Another stand-alone program for digital watermarking is
SignMyImage (currently version 3.06) [45]. The program has a
nice user interface and can embed an identification string con-
sisting of up to 10 characters. The author also offers a web
portal scanning service similar to those provided by Digimarc
and Photopatrol [46]. The digital watermarking method used in
the program is robust to JPEG compression and decompression
for low compression ratios. It is blind and can operate on
arbitrary host images.

The conformity of the presented products and services to
the requirements diiscussed in the previous section is shown in
table 2 (N.C. stands for Not Considered).

The differences between the steganographic and the digi-
tal watermarking solutions can be clearly seen. The
steganographic solutions can work with arbitrary host images

Figure 3. Steganos Privacy Suite

 

Figure 4. Digimarc’s Photoshop plug-in

Figure 5. Photopatrol’s browser interface
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and data but they are not as robust against JPEG transformations
as the reviewed digital watermarking solutions. The digital
watermarking solutions, on the other hand, can embed only
several small predefined data types - most often ID numbers.
None of the existing solutions considers extensibility. The solu-
tions are monolithic and cannot be adapted to user require-
ments, which require changes in the provided method features.

4. Modular Data Hiding

The concept of modular data hiding has been already
partially presented in [47] and [48]. Its main idea is to separate
complex monolithic methods into several modules (figure 6). In
this way, the reuse and extensibility of already existing data
hiding modules as part of new data hiding methods can be made
possible.

The basic module is responsible for features closely re-
lated to the host image format. In this case, we focus on JPEG
and the basic module handles all JPEG transformations. The
application-specific module is highly adaptable. It can be suited
to different user requirements in the application areas of both
steganography and digital watermarking.

This modular approach is specifically designed to answer
the need for flexibility and adaptability of data hiding methods in
modern web environments. Its advantages lie in the possibility
of combining an arbitrary basic module with an arbitrary appli-
cation-specific module. Thus, if a pool of basic and application-
specific modules is created, their combinations will offer end-
users a wide variety of data hiding methods with different fea-
tures. In this way, every end-user (or an automated client appli-
cation) may assemble, the most appropriate data hiding method.

Furthermore, the individual modules and the communica-
tion between them are designed in a manner, which enables the
usage of arbitrary host images and data to embed. In the pro-
totype implementation, another major focus is set on the full

robustness of one of the basic modules against JPEG transfor-
mations. Figure 7 shows a screenshot of the latest prototype
version.

The next step of enhancement of the prototype, which we
are currently working on, is the implementation of a Software-
as-a-Service (SaaS) approach, which can be automated and
integrated into web-based applications (figure 8 and figure 9).

In figure 8, a simple web form is shown, which controls
the web-based server-side embedding of copyright information.

Table 2. DCT-based data hiding products and services - evaluation
 

Robustness against  
JPEG transformations Arbitrariness 

Product / Service Extensib
ility Compre

ssion 
Decomp
ression 

Recomp
ression 

Arbitrary 
host 

Blind 
method 

Arbitrary 
data 

Error-
free 

retrieval 
Steganos Privacy Suite [38] no partial no N.C. yes yes yes yes 

JPHide [39] no partial no N.C. yes yes yes yes 
InvisibleSecrets [40] no yes no yes yes yes yes yes 

Digimarc [41] no yes yes yes yes yes no yes 
Photopatrol [43] no yes yes yes yes yes no yes 

SignMyImage [45] no partial partial N.C. yes yes no yes 
* N.C. = Not Considered 
 

Basic module
provides robustness against JPEG transformations and works on 

arbitrary host images and hidden data

Application-specific module
designed for steganography

Application-specific module
designed for digital watermarking

Figure 6. The modular data hiding approach

Figure 7. Modular data hiding prototype

Figure 8. SaaS embedding of copyright data
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In figure 9, the evaluation of the copyright status of images
uploaded on web servers is graphically illustrated. Each image
contains embedded information about the author and the URL
locations the image may be published at. The copyright status
is indicated by the color of the image border: red color indicates
a copyright violation - the image has not been authorized for use
on this particular web portal. Respectively, green and blue colors
indicate an authorized location or absence of copyright informa-
tion.

The prototype is written in VB.NET and C++ and the
impelementation aims at providing maximum flexibility. It con-
sists of a core library of data hiding modules, which can be used
in conjunction with a couple of interfaces - a graphical interface
(figure 7) and a web-service interface (employed in figure 8 and
figure 9). In this way, every client can choose the most appro-
priate way to access the data hiding functionality based on the
concrete application requirements.

5. Conclusion

Classic data hiding solutions are created with a specific
purpose in mind. They are optimized for solving one single
problem and have a monolithic design. Both theoretical research
and its practical realizations in form of products and services
disregard some important aspects and requirements of the
contemporary World Wide Web, which is in the center of today’s
communications and information distribution and exchange.

The modular data hiding is specifically oriented towards
the needs of contemporary web applications. Its main benefits
compared to traditional monolithic methods are the flexibility and
adaptability to varying user requirements, and the capability of
handling different host images and embeddable data. The basic
module implemented as part of the prototype offers very good

resistance to JPEG transformations - an essential requirement
for the majority of web users. Further steps of research and
development will consider the better integration of data hiding as
a regulatory, preventive and informational mechanism for web
applications and multimedia accessed in web-based communi-
ties such as social networks and image-sharing web portals.
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