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Abstract. The International Atomic Energy Agency (IAEA) and the
European Atomic Energy Community (EURATOM) use thousands of
Copper-Brass Seals every year to keep continuity of knowledge of
nuclear material. The verification, done at headquarters is a time
consuming procedure, whose operations are performed almost manu-
ally, i.e. the seals under verification are manually rotated until they can
be compared to the image stored in the Database (DB) that has been
taken before sending the seal on the field. We are proposing an
algorithm for automatic rotation of the image to match with the
reference image from the DB. The main considered parameters are
reliability of the algorithm and speed. A set of couple seal images was
captured by an industrial vision system and pre-processed. A pro-
gramming code for image rotation in each degree was developed,
which estimates the similarity between the original and rotated image
by the following parameters: Euclidean Distance (ED) and Sum of
Absolute Differences (SAD) and returns the angle, for which one the
min value of ED and SAD were found. The program was tested for
304 digital images of real seals, provided from IAEA and EURATOM.
The maximum error during the experimental determination of angle of
seal rotation was 0.3%. A proposal for a faster algorithm for rotation
and determination of the rotation angle of the image related to the
reference image is made. The proposed algorithm was tested for the
same set of images.

1. Introduction

A particular application of seals is related to nuclear
materials, which require high levels of safety for tracking and/
or inspection. In this case, the ,Copper-Brass Passive Seal”
(CBS) finds application. It is known also as an ,E-Type seal” and
is used in great numbers since the last decade (about 20 000
pieces per year) [1] by the Directorate General Energy (EURATOM
safeguards) of Luxembourg, and also by the International Atomic
Energy Agency (IAEA) of Vienna [2]. The seals are used to ensure
the detection of an integrity breach in the containment [3]. Most
safeguards seals are applied for an extended period of time,
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typically from several months to years [4].

The seal consists of two metallic halves (caps) (figureT),
which can be interlocked. A piece of wire is used to attach the
seal; the ends of the wire are tied inside the seal before closing
it. The seal is designed in such a way that any attempt to open
it would be detectable. The substitution can be determined only
at the headquarters of the safeguards authorities. The seal is a
commercial seal, which is simple and inexpensive. The identity
of each seal (codification) is created by using a drop of tin which
is placed inside the caps, and then scratched in random manner
S0 as to obtain a unique pattern (figure1b). Prepared in this way,
the identities of the two caps are photographed and stored
digitally in a Database (DB). Then the seal is ready for its use.
Inspectors apply such seals in nuclear facilities to keep the
knowledge on previously verified materials, freeze stocks of
nuclear material or protect their equipment from unauthorized
access.

The positive aspects of this kind of seal are the low unit
cost, the simple use and the difficulty to tamper with. The
negative aspects are mainly the time and the cost for verifica-
tion. The verification of the seals is a long lasting and laborious
procedure and includes: the inspection of the seal in the field
(and the integrity of the associated cable), its removal and its
shipment to a special laboratory for a careful study of seal parts
[5]. After contamination checks, the seal is cut in two and the
internal identities are again photographed and then compared
with the correspondent images previously taken before the seal
was sent to the field [6]. Most operations during the verification
are performed manually and their automation could reduce the
time and cost of the verification process. The purpose of our
current research is the automation of the rotation of the seal
during its verification in the laboratory. At the best of our knowl-
edge there is no available published work on this problem.
Currently the seal rotation is performed manually by the operator
in order to align the image of the seal under verification to the
one stored in the DB before it is affixed. After rotation, the
identities are compared visually by the operator. This paper
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Figure 1. Copper-Brass Seals
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Figure 3. Images of seal codification after its random rotation and their histograms

explains possible software solution for automatic rotation of the
seal image according to the seal reference in the DB).

2. Seal Image Capturing and Pre-
processing

An artificial visual system ,HQV VEA System“ 0574 was
used for capturing the digital seal images in the current experi-
ment. An additional seal stand and angle scales, which give the
possibility of rotation, were developed (figure 2). Eight Copper-
Brass seal parts with unique codification were provided by IAEA
and EURATOM and used in the experiment.

All the images are pre-processed by extracting
only the area of interest (seal codification). In many papers
[7,8,9,10,11,12,13,14,15,16] Euclidian Distance (ED) and Sum
of Absolute Differences (SAD) are used like parameters of simi-
larity in comparing the images, calculated as follow:

Iw
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where IA,, IB, are intensities of i, j-pixel from compared images

(A, B), Wand H are width and height of the images. Both images
A and B have the same dimension.
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The histogram evaluation of the grey scale images of the
CBS showed that the basic shape of the histogram stays perma-
nent for all the seal images with very little changes. Five images
of seal codification after random rotations with their histograms
and five different seal codification with their histograms are
shown in figure 3 and figure 4. It is obvious, that using only the
histogram as a parameter for seal comparison is not sufficient
to confirm identity (see the similarity in the last two histograms
in figure 4 of two different seals), but this parameter could be
used in the initial seal comparison (see the similarity of the
histograms of the same seal after random rotations in figure 3),
which will decide immediately if the seals are totally different.

3. Image Rotation by Using ED and SAD

An additional seal stand (figure 5) was developed and
installed in the VEA system. The seal base has two holes: one
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Figure 4. Different seal codification and their histograms
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Figure 5. Seal stand with indicator for the angle of rotation

on the top with the diameter of the seal, where the seal lies
without the possibility to move and one on the bottom with the
same diameter of the holding cylinder (figure 5). An indicator for
degrees and an angle scale was attached to the seal base and
the VEA case. These settings allow the rotation of the seal base
without horizontal or vertical movements. The maximum dimen-
sion of the indicator and scale were chosen according to the
limits of the available space in the VEA box. This connection
allows a precision in the manual placement of £2°. Two images
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Figure 6. ED for the compared images

of a seal were captured with resolution 560x560 pixels and
resolution 960DPI, called respectively reference and sample.
The reference was captured with indicator in 0 and the sample
in 335° (-25°).

Both images are then converted to binary with a threshold
of 0.5 (figure 5) and the image processing is performed as
follow:

a. rotation of the sample to each degree from 1° to 360°;

b. calculation of ED and SAD for each two images (rotated
sample and the reference).

The graphical representation of all 360 values of ED can
be seen in figure 6 and of SAD in figure 7. The minimum value
for ED and SAD is found at 335°, which is exactly the angle of
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Figure 7. SAD for the compared images

rotation. The reference, the sample and the sample after the
rotation at 335 degree can be seen in figure 9. Visually, the
angle of rotation looks correct, but in the next paragraphs we will
try to prove experimentally that the minimum in the value of ED
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Figure 8. Binary images of inner side of the copper seal part
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Figure 9. Grayscale images of inner side of the copper seal part

can be used as an indicator for the angle of rotation between the
sample and the reference.

Visually, the rotation seems correct, but if both images are
compared more precisely, differences between the reference
and the rotated sample can still be found. The subtract image
of reference from the rotated sample can be seen in figure 10

Figure 10. Inverted subtract of the reference from the rotated
sample

(the subtract image is inverted for better visualization). These
differences could be the result of the horizontal and vertical seal
translations during the capture, image pre-processing or noise
from the camera. Therefore, some other pre-processing steps
are needed, and a linear translation of the seal images is also
a required step during the seal verification.

4. Test of ED Utility for the
Determination of the Seal Rotation Angle

Considering the fact that ED and SAD are calculated by a
similar equation, in the current test only ED was used. This test
was performed on more seal images to prove the usefulness of
ED as a parameter for the determination of the angle of rotation
between the sample and the reference image. The test was
performed acquiring 38 digital images for each of the 8 seal
parts (total 304 images). The resolution of the images is 960DPI,
their size 560x560 pixels (14.82 cm x 14.82 cm) and the
diameter of the real seal is 2 cm. The test was executed, as
follow:

- each seal is placed in the seal stand and a reference
image is taken (Indicator is directed to 0°);

- other 36 images (called samples) are taken at an
interval of 10 degrees of rotation (i.e. in 10°, 20°, 30°, ..., 340°,
3500, 360°).

- An additional sample is captured at a selected angle of
rotation of 25°.

information technologies 2
and control =

201



Difference between the real and determinated angle

P SRRt EEETELESEEPEEPERE e R —
T O

O A bt B4 I WA~ M - - A 0 -~

] — e —— T —— .
o S o e .
) S N — IS S S -
;. i i i i i
50 100 150 200 250
Tests

Figure 11. Differences between the real angle of rotation and the angle obtained by ED

A program was written using MATLAB, which takes two
images - sample and its reference, converts them to binary
images, rotates the sample over 360 degrees at 1 degree
increments and calculates the ED between the rotated sample
and the reference. The angle of rotation obtained by ED was
compared with the real angle of seal rotation. All the differences
were calculated and are presented in figure 11.

The results show that in almost half of the tests (138 from
296) the angle obtained was exactly the real angle of rotation,
in 155 cases the difference was just +1°, and only in 2 cases
the difference was +2°. So, considering that the angle can vary
from 0° - 360°, the maximum error obtained is only 0.3%, which
could be the result of the inaccuracy in the manual placement
of the seal and/or horizontal image translation. Visually, all the
rotated images look exactly like the references.

The time for the determination of the angle where the
parameter of similarity (no matter which one - ED or SAD) has
its minimum value, is around 80 seconds. This time is consid-
ered too long, so we tried to find a faster solution.

5. Algorithm for Faster Determination of
the Angle of Rotation

Considering some of the plots of ED (such as the one in
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Figure12. ED for 18 angles of rotation

figure 6 but also for other seals), the steep fall (figure 13) of
the ED values is in a fork of less than 40°. This gave a hint for
some modifications of the code, which would reduce the com-
puting time for image rotation. Instead of calculating the ED for
the image rotated at 1° intervals (total 360 calculations), only
57 calculations are made, as follow:

e 18 ED are calculated. These ED are calculated for the
image rotated at 20° steps, such like: 1°, 21°, 41° ... 301°,
321°, 341°,

e Find the minimum ED from the 18 previously calculated
ED and determinate its corresponding angle. This angle is con-
sidered like ,Center for detailed search (CDS).

Interval for detailed search (IDS) is determined by adding
and subtraction of a step (20°) to the CDS - (CDS - 20°, CDS
+ 20°).

e The sample is rotated at a 1° steps inside the interval
for detailed search and the ED between the rotated sample and
the reference is calculated for all 39 rotations.

o The right angle of rotation is determined by searching
the minimum value of the ED in the IDS.

The range of 20° is determined experimentally for a few
seal samples. Research of more seal samples could lead to
determination of a better maximal possible step, which will

Steep fall
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Figure 13. ED for all angles from IDS
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increase the speed of the algorithm. The step can not be too big,
because the area of steep fall of the Euclid distance, near to the
global min ED is around 30° - 50° .

The modified algorithm rotates the image and calculates
the ED 57 times (18 + 39) instead of 360 times. The time for
implementation of the first algorithm is 80 seconds and the
modified algorithm - 13 seconds.

The algorithm is executed also for the sample, rotated at
-25°(335°) in the previous paragraphs. The min ED in the initial
search (CDS) is 341° (figure 12). The IDS is from 321°to 1°.
The general minimal ED is found in 335°, like it can be seen
in figure 13.

The proposed algorithm for fast determination of the angle
of rotation is executed for all 304 images, and the determined
angles results are the same as angles calculated with the
former method. We believe that the algorithm can be further
optimized with the help of a larger experimental base.

6. Conclusion and Future Work

In this paper, we propose an iterative algorithm to deter-
mine the angle of rotation of a seal under verification to be
compared to the seal image taken before it was affixed. Experi-
ments with 304 real seal images were performed in order to
evaluate the proposed algorithm. The only used indicator of
similarity in the algorithm is the Euclidean distance. The max
error of the determined angle is only 0.3%, which could be
caused from a not precise manual seal rotation or horizontal
and/or vertical image translation.

The proposed non algorithm can save a lot of time and
burden of the operator who rotates the seals manually today. An
additional modification which controls the ED threshold could
select immediately certain faulty seal identities. Further research
is needed to investigate the exact method to speed up the
algorithm.

It should be noted that the proposed algorithm is just part
of a set of pre-processing steps for the image comparison of the
seal during its verification. Considering the noise in the seal
images, pre-processing procedures must include the application
of a proper filter as well. Another step in preprocessing obtained
from subtracting the rotated image and the reference is the
horizontal and vertical translation of the seal image. All these
possible pre-processing operations on the seal images for their
verification will be objects of future research.

This work is part of a larger project aiming at fully auto-
matic verification of seals. In the current moment, we are work-
ing on development of complete system with color cameras in
closed stand with certain light sources where seal’s images will
be captured. This would reduce the influence from the surround
light and give us many possibilities for better analysis and
comparison of the images including work with color images and
gradients of their intensity images in different color models. This
will create the necessary also for a research of the color rep-
resentation of the seals, resolution of video sensor and applying
of pre-processing operations, i.e. white point correction by
Macbeth Colour Checker, which is used in Ref. [17] for solving
a similar problem.

Additional research is necessary to be done as well, ap-
plying ones other methods for image rotation and comparison of
the results with the results from applying ones the method
presented in the current paper. Such methods include the cir-
cular symmetry filter of Gabor, which can be very useful, be-
cause it is already used successful for recognition of grey
characters in [Ref.18], Gauss-Markov random fields, Fourier
transform as well.
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